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ABSTRACT paradigm of spectrum sharing and — in the conseampuen
the dynamic access to the spectrum.
The rapid development of systems using wireless Taxonomy for various ,philosophies” of the accéss
technologies causes increasing problem of spectruthe spectrum presented in [1] introduces theirsifiaation
shortage. That is why a concept of dynamic accedhed in the form of the three following states:
spectrum (DSA) has appeared. The most advanced dbrm - static methods of the access to the spectrumsépte
DSA is the opportunistic access (OSA), which witicf its state),
implementation in the future solution of the cotystradio. - coordinated dynamic access to the spectrum (tith
Nowadays, the rationalization of spectrum efficigin infrastructure in the form of frequency broker -)FB
legacy communication systems can be obtained by opportunistic access to the spectrum (executedhley
implementation of the so called coordinated dynamic cognitive radio).
spectrum access (CDSA), based on certain infrasteic Methods of the coordinated and opportunistic asE®s
including a spectrum broker as a principal compor@n are a realisation of the spectrum sharing philogopi
tactical radio networks. This kind of DSA can beedisn  various users, which leads to considerable incréesef its
systems based on the radios enabling remote recwafion  usage efficiency.
mechanism. In the Polish army, such capabilitieeeNAHF A “road map” of the evolutionary modification for
PR4G radio, VHF/UHF R-450C radio and HF RF-5800Hspectrum management in tactical communication Byste
radio. This presentation describes a concept cfetlradio  was presented in the report of the NATO — IST104RT
networks remotely controlled by the frequency brokéhe 050 task group works [2], enabling transition fremesent
results of experimental validation of such systdfitiency  static methods, changing them progressively to dtate
are described as well as the planned future actions when the radio spectrum is shared by introducirngnitive
radio systems for operation.
The starting stage of modification (“baby step”asv
1. INTRODUCTION proposed in the formulated road map, adequate é th
present condition, depending on adaptation of ptése
Communication systems used on the contemporarysed spectrum management procedures intended i@vach
battlefield encounter more and more rigorous regménts considerable shortening of the frequency assigntiraet
related to a set of implemented services, becaush s This paper presents the results of work, to aehibe
services as transmission of images, video trangmnisnd  efficient spectrum wuse by automation of frequency
the like, became a standard presently. It causeftitease assignments — using remote reconfiguration meciremis
of signals bandwidths, and in the effect, greamectal possibility of shortening frequency assignment timas
needs generated by these systems. This phenomenamabled by introducing the frequency broker disectl
together with violently increasing number of systeusing connected with radio networks, and achieving the
wireless technologies on the battlefield, leads the coordinated dynamic access to the spectrum.
excessive load, and in the effect to the shortdgpectrum The feasibility test results of such scenario and
— particularly in coalition operations. Such sitaat in  frequency change times within radios controlled thg
connection with inefficient spectrum use, beingeauft of  broker generating undisturbed frequency plans ersgmted
static management and assigning frequencies (ctgrfoe  in the paper.
exclusive use, have become the inspiration to erda¢



2. CHARACTERISTIC OF FREQUENCY BROKER L
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A frequency broker generating and distributing oadiita to
subordinated (managed) radio networks and linkshes .
main component of the coordinated dynamic spectrurf: I
management mode. Within the radio data generatiocegs [ ™ - ko :
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providing operation of radio networks and links haitit ( ewspms
collisions, the broker acquires accessible frequefiles - /i‘
from the unit responsible for frequency administrat | — . i 4

which in the Polish Armed Forces is NARFA PL. Irder
to deflqe .the organisational  structure  of a rad'.oFig. 2 Broker’s architecture and its functional connecsgion
communication system the broker should cooperath wi
automated command systems, delivering the infoonatin
locations and types of all radio resources grouptdradio
networks and links. Continuous verification of the
interferences level on the frequencies assigned the files
can be executed by cooperation with electronic avarf
systems.

Fig. 1 presents the location of a frequency brak#min
a command system (from the operational to subawéls).

Fig. 2 presents the structural relations schentedsn
NARFA PL and local brokers. Also, the functionaheme
of the frequency broker is presented in this Figtoe
illustrate its modular structure.

Basically, a frequency broker realize two functions
- preparing radio data for networks in the operatio
planning phase — Phase 1,
- dynamic spectrum management in the operationugixer
opznii?gﬂsva phase — Phase 2.
The original (initial) frequency assignment plas i
— prepared in the Phase 1 (Primary Frequency Assighme

BROKER (TB, -~ ™~ . . .
ieints iy I dnmten b plan). At the beginning, the regional level brolsands
—\ of first leve .
(HESTIEvE . demands for frequencies to NARFA to support the
= operation. In the case of the Polish Armed ForbesRFA
[ BROKER (UB) | e uses the SPECTRUM XXI planning software, and trareef
Section 56 uNIT —(  Radio network:
ection ( dai0 networks ‘ R . .
{SECOND) LEVEL %\\:fsecmd level / the electronic version of the formalised demanduduent
S—— and data exchange protocols between broker and MARF
— ROKER A P were developed. Next, based on the operational data
SecHiiiss o L bl ) including the information about the completion, tigla
e structure, location and tasks of military units wsll as
<—— distribution of a set of frequencies for the lower levels of command Spectrum resources ach|eved, the broker develenﬂéncy
<+— data distribution for radio networks organized by the appropriate level plans for Operatlng SUbunItS and tranSfers therﬂneocells
, ‘ R responsible for spectrum management and to lociels,
-«+—— feedback about electromagnetic and electromagnetic compatibility situation . . . . .
o o , } which distribute the data to subordinated radiavoeks.
data distribution for procedures realization of spectral resources allocating — spatial L . )
structure operations, types of telecommunications services W|th|n the Phase 2 the broker reallzes the funcbb
ha 11 back - fi i f f r figuring th T H H
it e e e e e, Frequency Assignment on Demand according to the
monitoring results of own networks operation as|vea
Fig. 1 Frequencyproker in spectrum management system data achieved from external reconnaissance EW ragste

The main element of the broker is the planning nedo

The broker at any level is connected to thedllow generation of frequency plans without condlibased
corresponding cell responsible for managing comeatiin ~ ON measures and interference criteria adequateaftios
networks (G6, S6). Radio data from the broker isspd to ~ creating radio communication system. To evaluate
radio networks that confirm receiving of them ongeate  interference and usable signals levels suitableo racves
the demand for new spectrum resources. The brekalso ~ attenuation models are used.
connected to higher and lower levels brokers ineori Radio data distribution to managed radios is [fedi
distribute data about spectrum resources assigntoetie by the distribution module, which executes the fioms

lower level and collecting data on electromagnsiiication ~ allowing automation of the radio data remote exdnzm
within the responsibility area of this broker. process both in a single network and also in thelevhadio

communication system.



3. RADIOSUSED BY POLISH ARMED FORCES connected to the frequency broker, and then iaissimitted
SUSCEPTIBLE TO AUTOMATIC REKEYING to other correspondents of the radio network. Chasfghe
radio data is done automatically in the addresadibs.
The Polish Armed Forces use many types of radio

communication media, such as narrowband radiosatipgr e
in HF, VHF and UHF frequency bands, multiband radio ﬁ -
(mostly with the frequency band up to 512 MHz) adlas B . -
broadband radios. Among them there are three radio L]

families susceptible to automatic changes of radiida.
They are VHF radios of PR4G family produced by Radm
HF RF-5800H radios produced by Harris as well a45B€
radio produced by Transbit.

These radios, cooperating with the frequency broke
create the possibility to build radio networks gsithe
philosophy of the coordinated dynamic spectrum
management mode, because they have the capalality t
change their configuration over the air. The OTARdr n a
The Air Rekeying) function make such a function possible L
within the PR4G radios family. In the case of Hamadios
the application RPARadio Programming Application) is
used in the process of automatic radio data ex&halng
turn, the remote control protocol AMA@vanced Manager
Interface) is used for configuration the R-450C radios. In
the OTAR procedure of the PR4G radios, the datessent
by radio between a radio connected to the frequénaker

and other radios belonging to the radio network (88. 3). e text one, using the TELNET session betweerrddeo
To initialise the OTAR procedure, the following dahould . Lhected to the broker and other radios of theesysin

be defined in the frequency broker: order to initiate the OTAR procedure for a R-45G(io,

. acc.ess code to the program component pr tq Iﬂ_ne fi the remote session should be started in the brokbrthe
- radio networks number, numbers of destinatioiosad selected radio introducing its IP address and TToft p

- number of backup networks. number.
The execution of the OTAR procedure is performedhim

three following phases: 4 TEST RESULTS
- initial data verification;

- set-up loading into the radio connected to tiuker, The tests were done in the measurement circuiepted in

- transmission of set-up files to managed radios. the Fig. 4.

The RPA application in HF Harris radios offers a
graphical interface and enables to define the atig
parameters of the radio:

- operational modes of the radios (FIX, FHOP, ALBG
RF-5800H);

- operational channels and groups of channels (ewnbf
channels, basic and reserve transmitting and receiv
frequencies, modes of modulations, channel bantidt
grouping channels (ALE, 3G);

- certificates of radios (names of radios, typesraifios,
modem type, configuration of IP mode);

- defining networks (grouping radios in radio neths
defining names of networks, networks parametersjeamo
of IP for networks, and the like);

- parameters of modems.

The RPA application provides storing all radio datahe

form of suitable text file and sending it to a @dihe file Fig. 4 PRAG test set

created in this way is stored in the memory of tadio

Fig. 3 Functional scheme of the radio communicasigstem with
dynamic spectrum management

In R-450C radios the remote control protocol AMI i




Process of changing radio data using the radio@®iR4
based on creating a complete file including radavadfor
the PR4G radio (7 operational channels) and digirig it
to a selected radio in the network (the operaticdenof
selective calling of a correspondent) or to allisadn the
network.

Four PRAG radios were used in the tests. In tis fi
step the new data was transmitted by the radioexiad to
FB, either to all radios in the network (broadcast}o the
selected one (unicast).

The results of radio data change time measurenagats
presented in the table below.

Tab. 1 Results of data change time measuremenBRé6G
Mode of No. Av. Std Min Max
PR4G of time | dev. [sec.] [sec ']
radio trials | [sec.] | [sec.] ) )
unicast 10 57 2 54 61
broadcast 10 72 2 69 77

4,
In the case of using high frequency RF-5800H madio

the process of radio data change is based on isglettie
radio communication plan defined earlier in the ioad
memory. In  HF communications several radio
communication plans are used, that take into adctn
specificity of operation in this frequency rangeng of the
day, ionospheric predictions, and the like). Theigdtself
has the possibility to store several radio commativn
plans that later may be activated using a defirednsand.
Mostly, each communication plan has a defined tiatee
automatically activated at but there is the poksibio
activate a plan by sending a given command to thelev
radio network. The measurements lead to the coioclus
that the activation process of a selected
communication plan lasts not longer than 5 seconds.

5. CONCLUSIONS

The working Group IST-104/RTG-050 “Cognitive Radto

NATO II” has developed a evolutionary plan of irduzing

to NATO more effective ways of spectrum use. The
technical report includes recommendations relatedhte
way of implementing spectrum sharing mechanismshet

beginning by the managed systems, and then by auiion
cognitive solutions. At the present stage of immantation,

the first phase of the development of military tpen
management systems is essential. It anticipates the
progressive increase in flexibility of using speotr
resources by making several steps such as:

1. shortening time of waiting for the frequency
assignment;

2. shortening minimal time of the frequency assignment
being valid;

3. allowing assignment of frequency sub bands for whol

systems (without defining other parameters, e.g.
modulation) instead of nominal values for givenioad
resources, what makes possible optimisation of
frequency usage within a given system;

taking into account the real frequency usage duitieg
resources assignment (except analytic-simulatiotsp
preceded by achieving “the spectrum consciousness”
based on the performed sensing.

In this phase the frequency sharing is not anttegbdat the
level of assignment) by users of various categphiewever
Step 3 — the assignment of frequency sub bandghfor
whole systems — enables introducing such solut@ng
lower level by the communication system organisdnat
was done by the authors of this publication.

The presented work is an example of using technica
capabilities that could be created by implementihg
organisational changes recommended by IST-104/R3G-0
Legacy systems of the HF, VHF and UHF frequencygean

radi@nake possible to change radio data dynamically, thet

time for reprogramming radio networks is so longttiuch

R-450C radios data change time was measured in th&+ions should be taken not often to avoid disdgdion of

network of four radios. The change of radio dats Wwased
on establishing the TELNET session by the radicnected
to FB with all radios and sending the command tange
radio data. The process of changing radio data dease
automatically. The test result are presented in tHige
below.

Tab. 2 Results of R-450C radio data change timesareanents

No. Av. time | Std dev.| Min. Max.
of trials [sec.] [sec.] [sec.] [sec.]
10 0.809 0.050 0.172 2.7

the communication systems. Analogical times indage of
radios operating at higher frequency ranges arertsho
enough, so the possibilities created by organisatio
changes recommended can be fully used.

Implementation of Dynamic Spectrum Management for
heterogenic radio networks, which use legacy radsowell
as the radios using cognitive solutions, needshéurt
regulations and research works concerning policiéésted
to the networks and nodes behaviour in given cordit
creation and use of radio environment maps REM, and
development of procedures enabling efficient usenafti-
range radios as well as principles of spectrumisawith
other systems.
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